Information Note for Parents\Guardians and Students

Introduction

Anseo Secondary Biometric Edition is an automated attendance system which requires each student
to register their attendance as they enter the school. Each student will be requested to register their
attendance through a scan of his\her face. This is done via a camera.

When a face is registered the system reads a number of reference points on student’s face. It then
digitises the points and encrypts them.

Data Protection

All personal data stored by this system is governed by the Data Protection Acts 1988 and 2003.
Furthermore the Data Protection Commissioner has issued a guideline for schools titled “Biometrics
in Schools, Colleges and other Educational Institutions”.

To view these documents please visit the Data Protection Commission’s website at
www.dataprotection.ie.

Data Controller
A data controller is the individual or the legal person who controls and is responsible for the keeping
and use of personal information on computer or in structured manual files.

School: [Enter the School Here]

Data Controller: [Enter the Data Controller Here — usually Principal]

Position: [Enter the Position of the Data Controller Here]


http://www.dataprotection.ie/viewdoc.asp?DocID=796&ad=1#DPA
http://www.dataprotection.ie/

Personal Data
“Personal Data” means data relating to a living individual who is or can be identified either from the

data or from the data in conjunction with other information that is in, or is likely to come into, the
possession of the data controller.

Processing of Personal Data
The following outlines how the biometric data is processed by the system:

Enrolment — At the beginning of the school year each student, who has not opted out, is required to
enrol their face with the system.

1. Each student is required to have a photo taken in front of the device in the school.
Reference points from each face is recorded and encrypted digitally. The key to this
encryption is only stored on the reading devices only.

3. Each face template is stored on the reading devices and a backup of this data is securely
stored on the school’s network. This backup cannot be decoded without the encryption
algorithm which is stored on the reading device.

Registering Attendance- When a student enters the school he\she will be required to register
his\her attendance in school. This will entail the following:

1. Each student will stand in front of the reading device and a scan of their face is taken by
camera.

2. A comparison is made between the encrypted template already enrolled and the student. If
this corresponds then the student has registered his\her attendance in school. The same
process may apply if a student leaves the school during school hours.

3. Forthose students that have opted out of facial recognition, they will be required to register
their attendance by use of an ID card.

Purpose for the use of Biometric Data
The purpose for using biometric verification of student entering the school is to eliminate

impersonation or “buddy punching”. The tracking and monitoring of attendance in the school will
increase the accuracy of attendance records.

Recipients of Personal Data
Biometric data will only be available to the data controller. Access to such data will be password
controlled.

Right of Access

You the parent\guardian or a student shall have the right to request and receive copies of personal
information processed by the system. The right shall also exist to change or rectify any of this
personal information at any time. The school is obliged to process such requests\alterations in a
timely and transparent manner.

Retention of Personal Information
Biometric data will be retained by the school as long as the student is in attendance. When a student
leaves the school then this data will be removed from the system.



Fair Obtaining of Information
The Data Protection commissioner has instructed that for the use of biometric systems in schools
consent is required from the parent\guardian and the student.

A student who opts out will only be required to swipe his\her card as they enter the school and they
will not be asked to register his\her face. A photo will be taken for each card swipe to allow the
school to see who used the card at that time.

There is no penalty applied to any student who “Opts Out” of this system.

Please notify the school of your consent or if you wish to Opt Out from facial recognition using the
form(s) overleaf. These form(s) are available from the school at any time.

NB: the right to opt out from using this system may be exercised at any time in the future, even if
consent is given at the outset. i.e. consent may be withdrawn at a later date.



Use of Biometric Information Consent Form

I am hereby notifying [School Namejhat | am consenting to
the recording, retention and use of biometric information, for the student listed below, for the
purpose of attendance registration in the school only.

Student Name:

Date of Birth:

Student Consent:
Student Signature:

Date:

Parent\Guardian Consent:

Parent\Guardian Name:

Parent\Guardian Signature:

Date:




Biometric Information Opt Out

I am hereby notifying [School Namlethat the following child
is to be excluded from the registering or storing of biometric information for use with the

attendance system in place in the school.

Student Name:

Date of Birth:

Student Opt Out:
Student Signature:

Date:

Parent\Guardian Opt Out:

Parent\Guardian Name:

Parent\Guardian Signature:

Date:




